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Introduction: The need for Federated Service Management (FSM)

Service Oriented Architecture (SOA) has recently emerged as a key strategy for improving the agility of IT investments in
today’s dynamic business environment. Using SOA methodology, business applications are built as an assembly of
loosely coupled pieces of business functionality, commonly referred to as services. These component services are
published, consumed, and combined with other applications over a shared services network, which is usually distributed

both within and across enterprise boundaries. Service-oriented development of distributed
applications is increasingly common as businesses seek to build and reuse service-based
processes in new ways to improve performance and gain competitive advantage. The
research firm Gartner has coined the term service-oriented business application (SOBA) to
refer to a services-based approach to building distributed applications.

| There are two basic roles in the development of service-based distributed applications,
# component service provider and integrated-service consumer. The component service
$ % provider offers services that the integrated-service consumer composes into a distributed
application to meet their business need. Once the distributed application is established, it can

" ( ) . . . .
in turn be offered as a component service for another service consumer to integrate.

When managing services, most businesses expect management functions to be performed at the service endpoints by a
provider that controls the platforms on which the services are hosted. Because a SOBA can be composed of
heterogeneous and autonomous services from multiple providers, it is likely that many of the endpoints will be outside the
ownership or direct control of the consumer. Yet integrated-service consumers must still apply governance principles to
their distributed applications or risk offering an unreliable and underperforming service to their customers.

To provide proper governance, the service consumer needs a way to apply its management policies and logic to the
services it consumes, regardless of the endpoints that provide them. Stakeholders across the enterprise need a unified,
yet simple, operational approach to governance that provides capabilities like:

Support for large numbers of heterogeneous service interactions among services with diverse characteristics and
management policies

Separation of business logic from management logic concerns

Separation of governance responsibilities between developers and operational administrators
Provide a view of service behavior in an end-to-end business context

Ability to monitor and control service behavior at run-time

The only way to apply governance uniformly across disparate, distributed services is to take a federated approach to
service management. Within a federated system, the behavioral aspects of services are virtualized in a unified manner
from the standpoint of the applications consuming the services. This approach provides an integrated-service consumer a
standardized and standards-based way of enforcing policies, best practices and other management logic at the composite
business service level, which is fully compatible with existing management logic at the component service endpoint.

Properly implemented, federated service management (FSM) provides a unified method for governance between
applications, services and devices across a heterogeneous network, which will enable developers to easily create solutions
for complex distributed environments. The end-to-end view provided by FSM allows the service consumer to understand
in real time the performance being delivered, and to take appropriate actions to rectify quality of service (QoS) issues and
non-compliance with SLAs.

Today’s Challenges

As businesses seek to enable their business processes as services and integrate

them into SOBAs, it is not surprising that a unified, consumer-centric management * + o+ o+
structure is not the first thing that comes to mind. The shift to a service-based
concept of business processes and applications is fairly significant in and of itself;
hence, most businesses are wrapped up in determining the granularity of their + B
services and how to secure them. When they do consider service management -
issues, it is almost always from the service provider viewpoint. This limits them to - % o+t
managing only the services that they own and control, which often leads to an -
incomplete management solution.

Viewing governance and management as a component service provider issue has
led businesses and third party vendors to develop platform and container-
dependent solutions, which may not be adequate for managing increasingly
distributed services across multiple provider domains and hosted on different & .11/ +

operating platforms. This management approach typically uses static, platform- 0112)
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specific code deployment to manage services, often mandating that businesses install multiple distributed components
(sometimes from multiple vendors) that result in heavy and expensive systems, which are difficult to maintain. It also does
very little to address the fact that management logic for the integrated services usually remains fragmented and service-

specific at best.

Businesses seeking to improve their service management and create a unified, consumption-based solution must
recognize and overcome three governance challenges. First, rapidly expanding service networks will be too complex to
manage on a point-to-point or ad hoc basis. Second, the distributed nature of service development and usage within an
enterprise makes it difficult to control quality and apply standards. Finally, perpetuation of code-driven service
management will leave the architecture too rigid and inhibit its ability to adapt to changing business conditions.

Challenge 1: Growing complexity

To develop more capable SOBAs, businesses want to grow their service networks, 6 + N -
increasing the number of services and expanding them across divisional boundaries. 8

Businesses also want to reuse their services and compose them into new, larger grained + #
services. To date, most businesses have pursued their growth goals by implementing + +

services on a self-contained, point-to-point basis for specific projects. To govern these . %

services, they rely on code-based, service-specific management logic applied at the service + S0
endpoint. This sort of customized, ad hoc management approach may seem cost-effective & : + )
when the number of services is small. But it fails in two regards. It lacks the scalability to 3

evolve into a true SOA and it provides no mechanism for managing services from the P <

consumer’s viewpoint.

In addition to customized management logic, services typically have a diverse set of
characteristics subject to widely varying policies (e.g., security, message
logging/auditing, performance and SLA monitoring, etc.). When connecting to multiple
services, each may have its own proprietary way of establishing connections and
managing functions such as security and exception handling. Even when the number
of services is small, this creates a broad range of possible service interactions. As the
service network grows, the interconnections between endpoints grow exponentially.
Managing such a network (e.g., tracking the services, their configurations, provisioning
and policies) on an ad hoc basis quickly becomes impossible without a massive, ever-
increasing application of management resources. And even if the management
resources are available and applied, the consuming applications are still forced to deal
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with and compensate for all the different service characteristics.

Challenge 2: Distributed development standards/policies

As component services are integrated over multiple administrative domains it becomes very @

difficult to apply consistent standards and practices to service development and maintenance. + ¥ -
For service-enabled business processes, component services default to the standards and % - o+

practices of the service provider. Each provider develops and maintains its services + >

according to its own goals and standards, perhaps using different approaches to solve the

same issues. At the same time, developers may use different methodologies to define, S+ o+ 4
implement and enforce policies within code. These practices make it harder to enforce &

standards and best practices because administrators are unable to get a complete view of the

management logic embedded in the service. It can also complicate maintenance issues as +

the services evolve over time. For integrated-service consumers, these practices may lead to

BC 0112)

inconsistent and conflicting policy definitions and enforcement.

Challenge 3: Static, code-driven architecture

A business'’s flexibility to change and adapt can be measured by the cost associated with changing its business processes,
the higher the costs the more rigid and inflexible the business will be. When service-enabled business processes are
managed by embedding customized management logic in the service code, it forces management changes to occur in a

design time environment and drives up the time and expense required to implement changes.
Even in a design time environment, changes may be problematic. Management logic embedded
in a service cannot evolve independently from the business logic and vice versa, which may result
in delayed improvements to one or both. Many time-sensitive changes can only be accomplished
if management logic is able to change and adapt at service runtime.

Additionally, if a business with embedded management logic needs to change a company-wide
policy regarding service management, it must change the logic in each individual service or
consuming application. During such a change, control over services becomes very brittle
because if a change is missed in even one location there could be cascading effects across the

< ' entire service network. Even if everything goes smoothly, the additional coding and related

configuration changes equates to more cost in both time and manpower.

Consequences of Inadequate Service Management

If these problems are not addressed, they can significantly undermine any value a business may be seeking from
developing SOBAs. More importantly, they can negatively impact the overall business in the following ways:

Service/operational administrators confuse effort with results because managing at the component service
endpoints doesn’t provide sufficient information to make management decisions for the composite business
applications as a whole. (As an example, when services are managed at the endpoint, SLA compliance is
tracked at the endpoint. This provides a skewed view of service performance because it does not fully account
for network or other latencies. In this case, the SLA may not be violated from the provider’s viewpoint and yet

may still fail to meet the consumers’ needs or expectations.)

Brand image is tarnished by unpredictable service quality resulting from inconsistent

development standards, mismatches in performance expectations and inability to 6 ( +
adapt management logic at runtime. . N
Business is slower to respond to competitive threats and changes in the marketplace . S
because the higher cost of changing management policies makes it willing to accept +

greater risk to justify changes. + o+

Business innovation is inhibited due to longer times and higher costs to develop and
administer new services.

Interdivisional disputes over service ownership and responsibility for service

performance, behavior and corrective actions lead to redundancies and unnecessary
development efforts.
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The Solution

What is ultimately needed is a way to provide service consumers a unified, end-to-end view of service management and
governance. To meet this need, a solution must enable service consumers to federate the management of services they
consume. Federating service management means recognizing and understanding the endpoint management constraints
specific to the component services, virtualizing the functional and non-functional aspects of the services, and applying
overarching policies and standards to govern how the services interact with each other and the application. This results in
a single, unified management approach for integrated services. It empowers the service consumer to regain control over
their applications’ business performance, which could otherwise be undermined by the dependence on external service
providers. It also enables a consumer to monitor their distributed application in its end-to-end business context, rather than
just monitoring the status of subsidiary sub-process steps.

Figure2: Federated Service M anagement Approach

Value Drivers

When designing and implementing a FSM solution, designers should focus on addressing the key service management
value drivers for the enterprise: visibility, flexibility and accountability. An effective management solution must enable or
improve these three areas for all critical business processes. In the case of distributed SOBAs, it must do so in a way that
addresses the consumption aspects of composing services from many different organizations.

Visibility represents a business’s ability to have real-time answers to the what, when, where, why, and how of various
service activities and events that occur. But visibility is about more than a simple registry of WSDL files and some service
message logging. Visibility exposes all the service metadata—the policies, configurations and provisioning of the services.
Real visibility takes this metadata beyond the developer level and design time environments into the runtime environments
of administrators and other operations-level users who need to see and influence all aspects of service behavior.

Flexibility represents a business’s ability to adapt quickly to changing requirements without being constrained by costly,
time-consuming code updates or proprietary standards. Achieving real flexibility means lowering the cost of change in how
services are configured or provisioned to an absolute minimum. The most costly changes are ones that require the service
to be redesigned. Much like visibility, real flexibility requires freeing management changes from the design time
environment and enabling them in a runtime environment. This gives administrators and business managers the
opportunity to act on the information gained from improved visibility.

Accountability represents a business’s ability to monitor and control the relevant component services—uwithin the overall
business context of the composite SOBA—in order to enforce performance standards and to deal with exceptions. When
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services interact across multiple domains, the diverse combination of “local” standards and development practices make it
important to accurately identify the source of performance problems or exceptions. Accountability is derived in part from
combining visibility and flexibility. Visibility ensures the information needed to make sound management decisions is
available, while flexibility provides the opportunity to act on those decisions in a timely fashion. Accountability results when
decisions are made and action is taken to control the participating services for the consumer’s benefit. Real accountability
means being able to focus management activities on the individual component services within the integrated SOBA and
enforce unified standards in an end-to-end context regardless of how the services are managed at the endpoint.

Laying the Foundation

Before crafting a federated management solution, a business must establish a solid foundation of development practices
and management principles for their services. To maximize visibility and flexibility, it must avoid practices that embed
management logic within service functions and instead externalize management to make it more accessible at the
operational level. The steps outlined below should be considered a minimum for achieving a FSM solution:

1. Separate and decouple management logic from business logic and externalize management code from within the
service. Decoupling management logic from business logic and externalizing the former results in a clean separation
of development and operational concerns. It also allows management logic to evolve independently from the business
logic with respect to standards and best practices, which translates to smooth, clean, and safe upgrades for both Web
services and the typically auto-generated client code.

2. Relieve service developers from responsibility for management logic to free up time required for building better
business processes. Just as business applications need to be decoupled from the management aspects of the
services that underlie them, developers need to be shielded from routine service management tasks that are best
externalized as declarative tasks performed by operations personnel and service administrators.

3. Make service management a pure operations-level task and empower administrators and business analysts to
configure, monitor, and control the business services.

4. Develop a configuration-based approach to service management that can adapt to changing number, complexity, and
functionality of the services. Use declarative logic to create configurations for services and their associated policies
and rules.

5. Implement a common service management layer to streamline the development process and accelerate migration to
an enterprise-wide SOA.

The ultimate goal of these steps is to externalize and operationalize service management. Separating service
management from service function allows access and control of distributed component services (including definitions,
configurations, and policies) to be federated because it abstracts service management into and end-to-end governance
activity for consuming SOBAs.

Solution Capabilities

To truly federate the management of business services, there are certain capabilities that are essential. The list below
identifies some specific capabilities, but is not exhaustive:

Discover, configure, provision services and other resources across divisions and external to the enterprise
Store service data and metadata

Set policies related to services, performance metrics, and SLAs

Cache service configuration and policy metadata on the consumer side (to eliminate latency)
Monitor, track and audit key service activities and performance metrics

Search and view details on any service, activity, message, exception, or notification

Identify, intercept and handle exceptions with alerts/notifications and event-driven business rules
Design and generate reports on service operations and performance

Automated search and discovery of services, to include batch loading of services

Automatically pickup service and other configuration updates

Dynamic runtime execution of management policies

Provide a view of service behavior in an end-to-end business context
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Technology architecture

Key Characteristics & Technology Enablers

When settling on implementation details, solution designers need to consider the key functional characteristics and
technologies that will enable the business to achieve FSM. First and foremost, it should be standards based. Building on
100% web service and open source standards ensures maximum compatibility and avoids the potential for lock-in to
proprietary software. Along with standards-based development, the solution should strive for platform-independence and
support multiple deployment models to maximize flexibility.

Regardless of marketing spin, adding another layer of management is inherently intrusiveness. To counter this, a FSM
solution should minimize or eliminate client-side software. A lightweight solution with a small footprint is critical, especially
for integrated-service consumers who cannot count on being able to deploy software at the service endpoint. Installation
and updates should be possible without server restarts or downtime for the same reason.

Architecture Framework

The technology architecture that best combines the characteristics and enablers to provide the needed capabilities is
based on a “client-intermediary-service” (C-I-S) architecture. In this architecture, the intermediary sits between client
applications and endpoint services or between client business processes and applications to control all service
interactions. Because the service endpoints could be anywhere, the intermediary should sit closer to the client applications
and business processes. The intermediary functions as an intelligent node that handles functional and non-functional
message mediation and resolution. One framework for implementing a C-I-S solution consists of 1) managing the service
metadata via a repository and cache, 2) managing service execution using a management server as the intermediary
applying management logic at runtime, and 3) remote administration via a console to provide a unified view of service
characteristics and performance across the enterprise.

Identifying Services - the Foundation of Federated Management

To provide federated management and governance for distributed SOBAs, the execution layer needs to know more than
where the service is and how to invoke it. It needs to identify and store the critical information necessary for defining and
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provisioning services - protocols, policies, SLAs, etc. The set of nhon-functional characteristics defined in the service
metadata can be referred to as a service configuration. Configurations can be derived from the endpoint management
characteristics for a service, when available. Or, a business can define and store its own consumption-based policies and
exceptions as a configuration, regardless of the service endpoint. Storing service-related metadata as configurations in a
repository provides the foundation for end-to-end visibility into composite services. When an integrated-service consumer
wants to call on a distributed SOBA, the stored configurations provide everything they need to realize and manage any of
the component services.

For convenience and ease of use, a repository should include the capability to identify
and register services and their metadata in an automated fashion. As part of its
metadata management function, a federated repository would search public and private
registries to identify new services as well as updates or new versions of existing
services. The repository should be persisted in a high performance data store and be
able to be viewed and managed using a console (described below).

Federating service management with a repository also enables the critical capability of
caching. One of the many challenges in managing services that interact across multiple
domains is that any network or performance latencies are cumulative. Caching service
configurations and metadata in the repository as services are invoked can eliminate
many of these latencies and significantly improve the processing time.

Controlling Services - the Heart of SOA Management

To control services in a federated manner, a business must have the flexibility to dynamically insert and execute
management logic at run-time. This can be accomplished by using an intermediary, such as a management server, to
insert the management logic into the service process. An advantage to using intermediaries to manage services is that it
effectively isolates the service consumers from any changes in how services are deployed or managed at the endpoints.
Essentially, the intermediary serves as a management execution layer that unifies management logic for all services
consumed or provided by the business. The intermediary, or management server, in this case is not the same as an ESB
because, unlike an ESB, a management server requires no special API's or software installations on the client side or at
service endpoints.

A management server can act as an intermediary in two general modes: gateway and service agent. As a gateway, the
management server provides a single, well-known access point and serves as a proxy between integrated-service
consumers and component service providers. Connecting to a gateway is as simple as changing the access point from the
endpoint service binding address to the gateway’s address. This mode works well as the intermediary between SOBAs
(and other consumers internal to the enterprise) and external service providers. As a service agent, the management
server could exist in multiple instances distributed across the service network. This arrangement works well for use
between consumers and providers internal to the enterprise and eliminates the possibility of a single point of failure.

In either mode, a management server establishes control and performs its intermediary functions by forming a virtual
pipeline of compartmented management logic dedicated to various management functions (such as caching,
transformation, and monitoring). The pipeline is designed as a series of request handlers that sequentially handle the
request message on one end and a series of response handlers that sequentially handle the response message on the
other end. At the center of the pipeline is the service access logic. The handlers get the “intelligence” to dynamically
execute management logic from the configurations and other provisioning and control metadata stored in the repository.

The management server sits on top of the business platform and any third-party service tools adding minimal overhead to
service processing. When a management server is implemented as a standard-compliant web service, it eliminates the
need for any proprietary software. A management server can be scaled horizontally across multiple servers, offering a
high degree of scalability and performance for the overall execution management layer.

Console — Visibility without adding complexity

A console is a centralized interface to provide a common point of control for monitoring and provisioning all services. The
console enables administrators and business managers to define, configure, and monitor business services and related
SOA resources. It is the control center for the SOA implementation, offering a single unified view to provision and monitor
services across the enterprise.

The console is the tool that makes the management layer’s visibility, flexibility and accountability real for administrators and
business managers (as well as architects and developers). It provides them a means to evaluate service-specific details
and a method to act, in near real-time, to modify service behavior. It also presents logs and reports to address
accountability issues not adequately handled by the policy and rule-based mechanisms of the gateway.

A console can be delivered as a Web-based application that can be accessed from anywhere to avoid the requirement for
client-side software installation. A browser-based format keeps things simple and significantly reduces the learning curve.
Consolidation of advanced configuration options in an easy-to-use interface means control over services is more dynamic
and accessible.
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The Federate Management Process

In practice, federating service management is a process of applying overarching management logic to a composite
application (or SOBA) independently from, and in addition to, the management logic applied by the providers of the
individual component services. The basic process consists of discovering and managing the service metadata to form

service configurations; applying the configurations dynamically at service runtime; and monitoring service performance for
review and analysis.

The process begins with the discovery and registration of services published in a registry, which may be public or private.
The service metadata gathered during discovery is used as the basis for representing and unifying the management
requirements. The service metadata may comprise, but is not limited to: security (authentication, authorization, encryption,
digital signature, custom security headers), caching, logging, auditing, monitoring, alerting, notifications, routing, data
transformation, and any other custom behavioral characteristics of the service. Subsequently, these non-functional
characteristics of the service are identified, virtualized and normalized to a standard representation. The instantiated set of
characteristics is the service’s initial configuration.

When services are invoked, the request is intercepted by the management server, which retrieves management logic, in
the form of service configurations, from the repository and applies it dynamically at runtime. At the same time, the
management logic and other metadata associated with the service is cached to facilitate future invocations of the same
service. All activity passing through the management server is monitored. During the course of monitoring, the
management server identifies, intercepts and handles any exception associated with service performance as defined in the
management logic. The management server generates alerts and notifications as appropriate, based on the business rules
defined in the in each service’s management logic.

Business rules for handling exceptions, as well as monitoring and logging, can be defined in the console. Business rules
may be defined on a variety of bases: per service, defining logical groupings of services and defining rules for the group, or
any combination of these approaches. Monitoring and logging of service activity, as well as exception reports, can be
displayed in the console in real time and stored in the repository.
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Business Outcomes

The FSM solution described above produces positive business outcomes at many different levels. By externalizing the
management logic from the business logic and virtualizing the creation and provisioning of business services, a FSM
solution reduces IT costs and complexity, increases flexibility and extends control and governance for service management
outside the enterprise. A FSM solution dynamically adapts to changing business requirements without requiring disruptive
changes to IT infrastructure or applications.

Strategic Benefits
A FSM solution offers the following strategic benefits to businesses that adopt them:

Enables creation or automation of new business processes across organizational boundaries that would
previously be too complex or costly to support

Improves business process governance by enabling the enterprise to enforce common standards and best
practices everywhere.

Breaks down information silos and improves information flow across the enterprise by providing a unified
management structure.

Allows more informed and timely decisions, based on more complete and up to date information about service
performance across the business

Leverages existing service assets through improved discovery and re-use
Reduces medium-term and long-term costs in terms of support and maintenance

Increases overall IT and business agility based on dynamic application of management logic at runtime.
Value to Users

Developers/Architects

Improve service quality, and accelerate roll out based on being relieved of responsibility for developing
management logic.

Develop and use services with multiple client platforms simultaneously due to a client-independent framework. No
retraining or conversion of old services is necessary.

Define and virtualize Web Services and other SOA resources in a dynamic manner.

Cut times and costs associated with architecting, designing, and building Web services by automating routine
steps.

Increase reuse opportunities and reduce service development costs by storing service artifacts in a dynamic
repository. No more lost or forgotten services being paid for each time you reinvent them.

Operations Administrators
Monitor service activities at runtime using an activity dashboard.

Streamline administrative requirements by eliminating the need for client-side service management software.

Improve service performance and reduce the performance impact of building composite services. Use the
repository® service metadata caching to reduce component service response time, resulting in shorter cumulative
response time for the composite service.

Business-level Managers/Executive Management

Improve service quality, and accelerate roll out based on unified design standards and policies across the
enterprise.

Extend control to services outside the enterprise with federated management capability. Control how services are
consumed and exceptions are handled regardless of the service endpoint.

Reduce the potential for vendor lock-in with a client-independent framework that can manage multiple different
clients at the same time. Client-independence frees managers to choose the "best of breed" solution without
worrying about client compatibility.
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Move to an SOA-driven enterprise with minimal efforts. Enforce unified architecture, standards, guidelines, and
best practices.

Summary

SOA is a key strategy for improving the agility of IT investments in today’s dynamic business environment. Service-
oriented development of distributed applications is increasingly common as businesses seek to connect processes and
information in new ways. SOBAs can span a wide array of providers and possess diverse characteristics. The typical
approach to service management focuses on providing management capabilities at the service end points and assumes
the managing agents have control over the platforms on which the various services are hosted. Such an approach also
tends to implement management logic in a service-specific manner, tightly coupling management logic with the business
logic. Businesses seeking to improve their service management in distributed environments must overcome three
governance challenges: rapidly expanding service networks will be too complex to manage on an ad hoc basis,
perpetuation of code-driven service management will leave the architecture too rigid, and the distributed nature of service
development and usage makes it difficult to control quality and apply standards.

A solution to these challenges is to provide a way for service consumers to federate the management of the services they
consume through a unified management layer. Federating service management means recognizing and understanding
the management constraints specific to component services, virtualizing the behavior of the services, and applying
overarching policies and standards to govern how the services interact. The federated management layer must
dynamically adjust to the various characteristics and policies dictated by the diverse nature of the services it controls. It
must also be platform-agnostic and simple and lightweight to minimize the inherent intrusiveness of adding another layer of
management. Without a federated management capability that unifies various heterogeneous services and provides a
mechanism to dynamically configure, monitor, and control them efficiently, enterprises will be left with inflexible, brittle, and
poorly managed business processes that are incapable of handling the complex and dynamic nature of the business
challenges they will face in the future.

References

Frye, Colleen. (2005, May 19). Move to SOA prompts management needs. SearchWebServices.com.
http://searchwebservices.techtarget.com/originalContent/0,289142,sid26_gci1090198,00.html?track=NL+110&ad=514548

Gates, Lana. (2005, March 24). Enterprise Software Aids XML, Web Services and SOA Governance. ADTmag.com.
http://www.adtmag.com/article.asp?id=10799

Austvold, E., Carter, K. (2005). Service-Oriented Architectures: Survey Findings on Deployment and Plans for the Future.
AMR Research, Inc.

Management Using Web Services: A Proposed Architecture and Roadmap, Version 1.0. (2005). Computer Associates
International Inc. (CA), Hewlett-Packard Development Company, L.P. and International Business Machines Corporation.
http://devresource.hp.com/drc/resources/muwsarch/ManagementRoadmap.pdf

SOA Management Report 2005. Loosely Coupled.
http://www.looselycoupled.com/pubs/reports/soa_management_2005.html

Morris, M., Chong, F., Clark, J. Welsh, D. (2005, September). Architectural Issues in Managing Web Services in
Connected Systems. Microsoft Architecture Series: Managing Connected Systems.
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnbda/html/MSArcSeriesMCS4.asp?_r=1

For more information
http://www.gridscope.com

info@gridscope.com

10



